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Fraudulent Email Alert — April 17, 2008

» On Thursday, April 17, 2008, Community Schools Credit Union began receiving calls
from individuals regarding the below email. If you have received this email, please
delete it. This is a common scam known as “phishing” where they are looking to obtain
your personal information. The phone number in the email is also FAKE. If you call the
number they will ask for your debit card number and expiration date. STOP AND DON'T

PROCEED ANY FURTHER WITH THIS EMAIL!

FAKE EMAIL

From: Community Schools Credit Union <notice@cscul.org>
Subject: Contact Us

Dear Customer

This email has been sent per your request. An Unauthorized person has tried to log in
into your account from a foreign IP address. For security reasons your debit card has
been deactivated. Please contact the Information Center at (866) 222-9730 to activate
your debit card Please do not reply to this email. This mailbox is not monitored and you
will not receive a response.
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» COMMUNITY SCHOOLS CREDIT UNION EMPLOYEES WILL NEVER ASK YOU TO

REPLY TO AN E-MAIL ASKING FOR PERSONAL INFORMATION OR DATA, SUCH AS

DEBIT OR CREDIT CARD NUMBER, PIN NUMBER OR ANY OTHER SENSITIVE
INFORMATION.

If you have questions regarding this notice, please contact a Credit Union representative.



